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General Data Protection Regulations (GDPR) 
supporting paper for DfE Youtube clip
This paper supports the DfE video clip about the GDPR

https://www.youtube.com/watch?v=y09IHXv6u6M
The video is presented by Iain Bradley, Head of the DfE Data Modernisation Division. It is intended to help schools with preparation with the GDPR, which comes into force on 25 May 2018.

He stresses that much is similar to current data protection laws, but there is a stronger focus on demonstrating compliance with the regulation, and care about how we use and process personal data.

Personal data ecosystem

A term the DfE used to understand where you store personal data and how those systems interlink.in schools this will/may include:

· Core management information system
· Curriculum tools
· Payment systems
· Virtual learning environments
· Catering management
· Safeguarding
· Communication tools

· School transport and trips

· Uniforms

· School photographs

· Identity management

· Biometric data

· Office documents 

· Core IT infrastructure

Data about your workforce
· Job applicants

· Current employees

· Former employees
Where do you send data?
e.g. Health and social care, MAT, LA, DfE


Map your data

Note down your systems and data under those headings. 

Then, consider:

Scope

Which personal and special category data items are included within that system?

Sharing
Does any personal data flow from that system to anywhere else?
Retention
What is the system’s data retention policy?
Does is align to the data retention policy?
Does is align to the data retention policies needed to fulfil your duty as a school and is this clear within your contract with the supplier?

Access

How would you get the information for a subject access request (SAR) out of the system?

Security

How does the system ensure the security of personal data held?

What recognised standards are in place?
Own readiness
Is this system supplier confident that they will be GDPR compliant by May 2018?
How will they demonstrate that to you?

Risks… and top tips

Check for software that’s not on the SLT’s radar.

Involve all staff in the development and checking of your ecosystem diagram.

Be aware of any data that sits on an information management system and is shared.

Data Projection Officer

Needs to be highly knowledgeable, able to understand the school’s systems and policies, promote a strong culture of data protection and training, able to carry out risk and impact assessments.

Solutions

· Realign responsibilities within your current team.

· Share the DPO function between a group of schools or be the DPO for each other’s schools

· Contract – buy in a DPO for your school or a group of schools

· Seek volunteers – but they have the same statutory responsibilities as a paid DPO.

In the next DfE video:

· How do you start to communicate this to parents?

· Conditions you can rely on for processing

· Data retention periods
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