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                   Data Protection – a guide for Essex primary schools 

Schools collect, process, store, use and dispose of different types of data: educational records, personal data and sensitive personal data. This guidance focuses on the latter two categories and aims to ensure that schools are following the principles of the Data Protection Act 1998.

Personal data, held by schools, is governed by the Data Protection Act 1998. To comply with the act, schools must observe the eight ‘data protection principles’, ensuring that information is: 

· used fairly and lawfully; 

· used for limited, specifically stated purposes; 

· used in a way that is adequate, relevant and not excessive; 

· accurate; 

· kept for no longer than is absolutely necessary; 

· handled according to people’s data protection rights; 

· kept safe and secure; 

· not transferred outside the European Economic Area without adequate protection. 

Personal data is information that relates to an identifiable living individual that is processed as data. Processing amounts to collecting, using, disclosing, retaining or disposing of information. The data protection principles apply to all information held electronically or in structured paper files. 

The principles also extend to educational records – the names of staff and pupils, dates of birth, addresses, national insurance numbers, school marks, medical information, exam results, SEN assessments and staff development reviews. 

Sensitive personal data is information that relates to race and ethnicity, political opinions, religious beliefs, membership of trade unions, physical and mental health, sexuality and biometric data. Sensitive personal data is given greater legal protection as individuals would expect certain information to be treated as private or confidential – for example, a head teacher may have a school e-mail account that is made publicly available on the school’s website whereas their home e-mail account is private and confidential and should only be available to those to whom consent had been granted.

You also need to differentiate between personal information that individuals would expect to be treated as private or confidential (whether or not legally classified as sensitive personal data) and personal information you can make freely available. Example: the headteacher’s identity is personal information but everyone would expect it to be publicly available. However, the head’s home phone number would usually be regarded as private information.
	Recommendations from the Information Commissioner’s Office (ICO)
	What does this mean?
	What does the school need to do?
	Compliant
 or X
	Action still needed
 or X

	Notification
	Schools must notify the ICO (Information Commissioner’s Office) that they are processing personal data and nominate a data controller. 

If the principal role and responsibilities for information is not designated, the school will be the Data Controller (or rather the governing body or equivalent) as the appropriate ‘body corporate’.


	Identify a Data Controller (may simply state “the school”).

Register with the ICO each year

https://ico.org.uk/for-organisations/register/

	
	

	Personal data
	Personal data is information which relates to an identifiable living individual that is processed as data. (See notes above)

	Recognise the need to handle personal information in line with the data protection principles and ensure that all staff understand their responsibilities. 
	
	

	Fair processing
	Schools should tell parents and pupils what personal information they are collecting and why. Typically, schools should provide what is referred to as a ‘Privacy Notice’ to parents and pupils, before, or as soon as practicably possible after, you obtain their personal information. There is no prescription for such a notice but the DfE has provided examples – available on the EPHA website. 
	Adopt and publish on school website:

· Privacy notice for staff workforce

· Privacy notice for parents and pupils 


	
	

	Security
	This area of activity is critical – the loss of or unauthorised access to personal information is likely to cause the most harm to a school’s reputation, to staff, to parents and pupils and is the most likely action to cause interest from the ICO! If, as a result of a breach of data protection principles, an individual suffers a loss, they have the right to take action for compensation and the ICO has the power to impose significant financial penalties on schools. 


	Review your existing systems:

Data Controllers should ensure that data is physically secure (e.g. lockable cupboards) and access to information held in hard copy is only accessible by those with a need to use it to do their job. 

IT systems that hold or back-up personal information should also be reviewed to ensure that these arrangements are also effective. Portable devices (e.g. laptops, memory sticks) that hold personal information should also be subject to review and encryption applied. 

If hard copies of data need to be taken from their secure home, these can simply be booked out to the relevant member of staff. 

The use and review of encrypted passwords can be particularly effective in securing access to electronically-held personal information. Any failure to use adequate software to safeguard personal information will invoke action from the ICO.
	
	

	Disposal
	When disposing of records and equipment, make sure personal information cannot be retrieved from them. The Data Controller is responsible for the disposal of all information held by the school. 


	Make sure that all staff understand how data should be disposed. 

Hard copy data should be shredded; soft-copy data should be cleared from the files and memory of devices and IT support colleagues should confirm that records have been cleared.
	
	

	Policies
	The school should have clear, practical policies and procedures on information governance for staff and governors to follow, and needs to 

monitor their operation.  These should include:

· Data Protection Policy 

· Staff Code of Conduct – the HR model includes use and control of data

· Privacy notices for staff and parents/pupils

You could also adopt a records management policy –this is not mandatory, but the ICO expects it to be in place
Examples on the EPHA website 
	Adopt and publish on school website:
Data Protection Policy

Privacy notice for staff

Privacy notice for parents and pupils 
Records Management Policy
Adopt Staff Code of Conduct 
(may be published on website if you wish)

	
	

	Subject access requests
	Data protection legislation entitles an individual the right to request the personal information a school holds on their behalf – this is known as a Subject Access Request and includes all and any information held by the school, not just that information held on central files or electronically, so it could also include correspondence or notes held by others in the school. 

SARs must be responded to within 40 calendar days of receipt. The SAR should be made in writing by the individual making the request. The school may charge a fee for dealing with this request, typically £10. Parents can make SARs on behalf of their children if the children are deemed to be too young or they have consented to their parents doing so on their behalf.
	Recognise, log and monitor subject access requests.
Your Data Protection Policy could include details of how a Subject Access Request is made. 

(The ECC model policy includes this)


	
	

	Data sharing
	Schools inevitably share personal information with other organisations such as local authorities, other schools and social services. 

When sharing data or considering sharing data, schools must ensure that: 

- they have the consent and authority to share information; 

- adequate security arrangements are in place to protect the shared information; 

- those to whom the data is provided are clearly identifiable. 
	Be sure you are allowed to share information with others and make sure it is kept secure when shared.
	
	

	Websites
	Schools are required to have a website and to include certain information on their website. 

Websites will also include personal information so it is very important for schools to ensure that: 

- personal information (e.g. photos, images) are not used or disclosed without the relevant individual/s being aware; a simple consent form will suffice; 

- certain parts of the website are only made available to those that need access to do their jobs (e.g. staff, governors). 
	Make sure that you control access to any restricted area. 
Make sure you are allowed to publish any personal information (including images) on your website and monitor this regularly. 
Privacy notices should be easily accessible on the website.
	
	

	CCTV
	If you have installed CCTV in your school or are thinking about it, please bear in mind: 

- capturing and/or recording images of identifiable individuals amounts to processing personal information and it therefore needs to be in step with data protection principles; 

- staff, parents and pupils are entitled to know that you have installed CCTV or are considering it and the reasons why; 

- Cameras should only be sited where they are needed for their stated purpose and not where people would be entitled to privacy (e.g. cameras may be installed in school toilets / washrooms but not near urinals or toilets cubicles where privacy would be expected); 

- Finally, decide on how long you may wish to keep recorded material and remember that CCTV images can be requested as part of a SAR (NAHT recommends that records are wiped after 4 months on the grounds that many employment procedures are time-bound to 3 months). 
	If you have CCTV inform people what it is used for and review retention periods of recorded material.
	
	

	Photographs
	Schools may take photos for publication but need consent if using images for promotional purposes. Care needs to be taken especially where schools publish photos of young pupils, name individuals, put photos on the website or record the school play for selling to parents. The ICO has produced guidance on taking photos in schools. 
	Consent is needed for using images for promotional purposes (or any other purpose other than the educational record)
	
	

	Processing by others
	Under data protection legislation, a third party organisation that processes personal information on the school’s behalf is known as a ‘Data Processor’. The school (the ‘data controller’) remains responsible for any processing that a data processor might do for it. 

The best and only way to ensure that processing arrangements are adequate is to have an agreement between the school and the data processor that sets out how personal information will be securely processed and the remedies available in the event of a breach of the agreement.
	Recognise when others are processing personal information for you and make sure they do it securely
	
	

	Training
	Raising awareness of the role and importance of (management) information among staff, governors, volunteers, parents and pupils is recommended.
EPHA has produced a series of 7-minute staff meetings on aspects data protection.
	Train staff and governors in the basics of information governance and keep a record of the training; 

recognise where the law and good practice need to be considered; 

and know where to turn for further advice.
	
	

	Freedom of information
	Under this legislation, all maintained schools and academies should have what’s known as a ‘publication scheme’ – this will help to respond to FOI requests. 

A ‘publication scheme’ typically sets out the kinds of information that the ICO would expect schools to provide. As a minimum, the ICO expect schools to make available information that is required by statute or by the DfE or by virtue of a funding agreement. 

Examples of ‘publication schemes’ for schools in England, in Wales and in Northern Ireland are available (by country) on the ICO website – typically, your employing body (i.e. local authority or academy trust) will usually respond to a FOI request but may need to work closely with schools to validate their response and any disclosed information. 

A model publication scheme has been prepared and approved by the ICO; it should be adopted, without modification, by any public body. The model scheme commits the public body to make information available to the public as part of its normal business activities. Further details of the model scheme are available at www.ico.org.uk 

How the FOI response is provided and whether any charges are levies will be a matter for discussion and agreement with the requester.
Schools also need to complete a Guide to Information as an appendix. 
	Make sure you have adopted and published the ICO model  Publication Scheme. 

Any publication scheme you have that was created before 1 January 2009 is now out of date and you should replace it with the ICO model scheme.

Complete, adopt and publish a Guide to Information – template on EPHA website.

The model scheme document, the guide to information and a large part of the information covered by the scheme should be made available on the 

website. If required, information should also be available in hard copy. 


	
	


Additional guidance and further reading

· EPHA website – dedicated page https://essexprimaryheads.co.uk/info-and-documents/data-protection/
· Information Commissioner’s Office https://ico.org.uk/
· NAHT guide –data and its use in schools
· ICO Data Protection guide for schools 
· ICO guide to taking photos in schools 

· Information Management Toolkit for Schools 2016

· Information sharing advice for safeguarding practitioners March 2015

· Essex Schools Infolink 

https://schools-secure.essex.gov.uk/data/information-governance/Pages/DataProtectionAct1998.aspx
Model documents – all available on the EPHA website  

https://essexprimaryheads.co.uk/info-and-documents/data-protection/
· ECC Data Protection Policy model – this must be personalised to your school
· Primary school example of Data Protection Policy

· ICO Model Publication Scheme – adopt as it is
· ICO Information Guide template – this must be personalised to your school
· Essex HR Staff Code of Conduct – this must be personalised to your school
· Privacy notice for staff workforce – this must be personalised to your school
· Privacy notice for parents/pupils – this must be personalised to your school
· Record Management and Retention Schedule -  this must be personalised to your school
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